The objective of this paper is to review and evaluate current methods for communicating risk within the context of infrastructure management decision support systems. A generic model of a risk-based infrastructure management system is presented to illustrate important relationships of key decision support functions and the critical flow of risk communication within this framework. The model includes three primary functions that are deemed necessary to effectively manage risk, namely (i) risk assessment, (ii) decision analysis, and (iii) executive decision/policy making, which typically involve engineers, statisticians, decision analysts, and owner/stakeholders. Another important function of risk-based management systems discussed in the paper includes the communication of risk to system users. The paper will present key metrics and performance measures used to communicate risk by and among various agencies and owners of critical infrastructure systems. The study concludes with a general assessment of the current means and methods of communicating risk within the framework of risk-based civil infrastructure management systems and identifies important needs for future research related to developing more effective and efficient communications.
INTRODUCTION
A key principle developed by ASCE's Critical Infrastructure Guidance Task Committee in 2009 was to quantify, communicate, and manage risk. Critical infrastructure systems are facilities and assets -such as roads and bridges, water supply, wastewater treatment, flood-reduction structures, telecommunications, and power grids -so vital that their destruction or incapacitation would disrupt the security, economy, safety, health, or welfare of the public (ASCE, 2009) . Effective communication of the hazards and inherent risks to our civil infrastructure facilities between analysts, decision-makers, stakeholders/owners, and users is essential to the nation's prosperity and well-being. The purpose of this paper is to address the scope, and purpose, a generic framework is illustrated in Figure 1 to identify important communication needs of these systems.
Although stakeholders and users of civil infrastructure systems are shown as separate entities in Figure 1 , this is not always the case. The figure also illustrates that, since risk assessors and decision analysts ultimately provide facility owners with a basis to eventually make their case to stakeholders and users, effective communication between all four entities is critical to an efficient risk management process. The ASCE Critical Infrastructure Guidance Task Committee has acknowledged that for most critical infrastructure projects, risk has not been properly communicated to the end-users (typically, public) and other entities, and a major shift in communication is needed to properly develop projects and programs for critical infrastructure (ASCE 2009). 
RISK COMMUNICATION BETWEEN ENTITIES
While risk can in theory be universally quantified as event probabilities multiplied by their consequences and summed over all possible events, in practice a variety of related metrics are used to evaluate and communicate risk. The use of alternative metrics, and their variation across domains and audiences, is in part due to the independent development of risk assessment approaches within and across fields, which affect what type of metric is most effective for communication of estimated risks. Further, the various stages of the risk management framework illustrated in Figure 1 may require varying approaches to address issues important to each specific stage. To illustrate, we briefly discuss metrics and issues associated with risk communication across risk management stages and application domains.
Linking risk assessment and decision analysis
Much communication at this stage serves the purpose of ensuring compliance with regulatory documents requiring minimum safety standards. For these purposes, many documents establish a specific type of event occurrence, and require the analyst to ensure only that the annual probability or rate of that event's occurrence falls below an acceptable level (without any need to quantify the consequences of the event). For example, DOE-1020 specifies annual probabilities of seismic failure for nuclear facilities to be between 10 -3 and 10 -5
, depending on the Performance Category of the component or facility being considered (Kennedy and Short 1994) . For buildings, ASCE 7-10 specifies that code-designed buildings will have less than a 1 percent probability of collapse due to earthquake shaking within a 50 year period (ASCE 2010) . FEMA produces maps of locations with annual flooding probabilities of 0.01 and 0.002 ("100 year" and "500 year floods") for the purposes of both communicating flood risk and requiring flood insurance (FEMA 2012) .
Conversely, in other cases the probability of the event is fixed and only the consequences of the event (in terms of system performance) are analyzed. For example, ASCE 43-05 (2005, Section 1.3) specifies that nuclear facilities should achieve a 1% probability of unacceptable performance in a Safe Shutdown Earthquake ground motion, and a 10% probability of unacceptable performance for a ground motion equal to 150% of a Design Basis Earthquake ground motion. In all of the above cases that simplify the complete risk calculations, the simplification has been done because the approximate metric is easier to obtain and evaluate, and is presumably also nearly as informative as a more complete risk metric.
Bridge network-level performance is typically measured by the percent of bridges structurally deficient or functionally obsolete and overall system condition related measures developed at both the state and national level. Although one can interpret a certain level of risk from the various condition related measures currently available in the database systems, specific risk metrics have not been quantified, standardized, nor typically utilized in bridge and transportation system decision and policy making processes. When dealing with multiple utility systems serving the same region, there is an emerging trend to indirectly communicate risk and resilience via targets for recovery time, which facilitate taking into account several factors that affect restoration, including physical interdependencies across systems, institutional dependencies, availability of resources, and other regulatory and local constraints (SPUR 2009 ).
Yet another way to quantify engineered systems functionality and associated risks for decision analyses is to monitor historical performance and rely on best practices to not deviate from expected trends, as in the case of the power distribution sector with its sustained interruption indices, such as the System Average Interruption Duration Index (SAIDI) or the most recent Customers Experiencing Long Interruption Durations (CELID) metric (IEEE 2012) . Alternatively, some water distribution utilities communicate their risks via trade-off analyses that build upon multi-objective optimization and show several solutions that balance cost and capacity (i.e., risk reduction) without having to determine a single "best" solution during the risk assessment and analysis process. This approach enhances flexibility in subsequent decision-making by informing decision analysts of reasonable alternatives that address in different ways relevant performance attributes such as system pressure or water quality (HAESTAD 2003) .
Clearly, the metrics to be used at this stage of decision analysis depend upon the stakeholders in the system. Public stakeholders such as government agencies often need quantified risk assessment results using a transparent publicly-available methodology or process. They have to be able to defend their decisions (sometimes in a court of law) and the assessment results (and all data) can sometimes become public record. Private stakeholders can be vaguer about how they reach their risk management decisions, especially if they are not a publicly-traded company, and if their decision does not violate any regulatory requirements regarding safety.
Linking decision analysis to owners and stakeholders
Risk communication is used to inform owners and stakeholders and manage expectations. Clear communication is important to build trust, so an owner has the confidence necessary to communicate their decisions to the public or facility users.
In some cases of risk assessment and decision analysis, safety metrics have been developed with the objective of being able to communicate the decision to the public, as evident with lifeline systems when providing expected times to service recovery. In other cases, they have been developed because they are feasible to compute in the analysis stage, even if they are not the metrics that stakeholders will evaluate. ASCE 7-10's 1% probability of collapse in 50 years metric can be communicated to owners and compared to other risks, but is never explicitly computed for a specific building design. The design stage for a specific building will check that member force and displacement levels are tolerable at a "Maximum Considered Earthquake" level, where that level is carefully calibrated such that passing the design stage check implies that the overall risk target will be met (Luco et al., 2009) . Similarly, IEC 61400-1 specifies that the service life of wind turbines shall be at least 20 years, and that is a metric understandable to a broad range of stakeholders. But the metric at the design checks stage evaluates performance under reference wind in excess of the 50-year wind speed at the turbine site (IEC, 2005) . The use of a 50-year period for the above earthquake and wind checks is also notable here as a communication issue; while 50-year-probabilities could be expressed as equivalent annual probabilities, the 50-year probabilities are often more easily interpretable by owners and other stakeholders who can directly see the probability of disruption over a typical lifetime of an asset.
One other effective way in which metrics are sometimes communicated to stakeholders is to report probabilities or losses for a scenario event. This may be easier to communicate than an annual probability of failure or a risk measure that combines probabilities with consequences, and audiences often find losses easier to understand if they are tied to some well-quantified scenario. Scenario-based communication of risk is particularly easy for failures due to triggering events such as natural disasters, but not effective for failures due to fatigue, corrosion or other normal events. Terrorism risk assessment in particular is typically a "conditional" risk assessment given occurrence of a scenario event, since the estimated probability of the event is dynamic and not always known (or is restricted information).
Linking owners and stakeholders to users
In communicating risk to the non-technical users and the general public, the use of qualitative terms such as "likely" "probably", etc. are sometimes used in place of numerical metrics, unlike at the risk assessment and decision analysis stage where numerical metrics are common. For example, the U.S. Army Corps of Engineers (USACE) classifies dams' safety in terms of High, Medium, and Low risk to the general population. Another example is the use of signs on bridges that are posted for less than legal load limits or classified as "structurally deficient" or "closed." There have been attempts to link those subjective words with numerical probabilities (e.g., Vick, 2002) , but users of subjective words do not often use such formal links.
Another area where communication at various stages of risk management differs is in the assessment of distributed or interacting systems. For example, highway bridges are typically designed and analyzed individually, without explicitly considering the impact of their loss of use on risk to a larger highway network. But users are presumably more concerned with the functionality of the overall system than with any individual bridge. In one of the few examples in practice, the Seismic Retrofitting Manual for Highway Strictures (Buckle et al. 2006 ) considers at least two methods for ranking bridges in a highway network, based on qualitative indices and estimates of losses, and advocates for the importance of bridges to the entire system, but without putting forward an implementable methodology-a task that is just starting to be addressed (Rokneddin et al. 2011 ).
Other efforts to build upon the notion of criticality assessment to communicate risk to users include the screening and evaluation phases from the American Lifelines Alliance (ALA 2005), as well as emerging approaches to rank the components within large-scale networked systems. The large size of infrastructure systems requires novel computational approaches that account for topological and non-network information as encoded in the spectral properties of the matrices that described the networks, which ultimately yield user-friendly rankings and correlations among system component criticalities.
Non-safety-related considerations
Much of the above discussion is focused on safety, as safety requirements are often defined in recommended practices or regulatory documents where provision of public safety is a primary objective. Metrics associated with consequences besides those related to safety are of growing interest, but often not explicit in design, operation or retrofit guidelines. This is a result of the difficulty in recommending actions or procedures to manage risk that must also compete with tradeoffs or limitations related to cost, infrastructure functionality, etc. If users are impacted by risk management decisions, and provision of safety is impacted by these other constraints or vice versa, communication of those constraints and safety goals may be an important component of risk communication. A few additional relevant issues and examples are discussed next.
For infrastructure systems, provision of service after an event is of primary interest, as some utility sectors allow setting system-level performance goals under exceptional conditions separate from normal operation goals to prevent overshadowing of trends if major event conditions are combined. For instance, owners of power generation and distribution infrastructure may communicate the risks associated with their service interruption in terms of percent blackout or brown out areas and periods, or in terms of more specialized metrics such as SAIDI, Energy not Supplied (ENS) or Loss of Load Probability (LOLP), which are benchmarked relative to normal data and to major event days or other contingency data (IEEE 2012) . Resilience metrics constitute another emerging approach aimed at quantifying notions beyond safety by addressing resistant, absorptive, and restorative capabilities of engineered systems, thus merging technical and logistical concepts (Bruneau et al. 2003 , SPUR, 2009 , Ouyang and Dueñas-Osorio 2012 . A variety of other metrics related to system-level performance, quantifying concepts such as robustness and vulnerability, are also continuing to evolve (e.g., Frangopol and Curley, 1987 , Lind 1995 , Baker et al., 2008 . Some civil engineering risk assessment procedures also explicitly evaluate business interruption and financial losses along with safety, reporting the consequences from each type of consequence separately (e.g., ATC, 2012). Non-safety-and safetyrelated risk metrics can be jointly considered using multi-attribute utility theory and multi-criteria decision analysis in alignment with previously discussed flows of risk information and their communication (Keeney and Raiffa, 1993) . Another approach for simultaneously considering and communicating safety and non-safety-related risk metrics and constraints is to convert all metrics to equivalent dollar amounts. The Life Quality Index is such one approach for determining the equivalent dollar value of marginal increases in the safety of a system (Pandey et al., 2006, Ditlevsen and FriisHansen, 2009 ). While some industries and countries find this approach effective, it may raise objections from stakeholders who are unaware of or uncomfortable with the implicit tradeoffs that must be made between safety and other objectives.
A more general class of risk-related analysis to support risk communication and decision making is Life Cycle Assessment (LCA), which aims to assess the environmental, economic, and social costs of an infrastructure project over all stages of its lifespan (construction, operation and disposal). LCA and risk assessment may converge in the future for cases where non-safety-related impacts are also driving decision making. Assessing life cycle impacts and their effective communication in relation to civil infrastructure risk is an area of active and ongoing research (e.g., Shinozuka 1996, Biondini and Frangopol 2008) .
Related to LCA concepts, the temporal distribution of risk consequences is another non-safety related issue that plays a role in risk metrics and their communication. Discounting future risk is generally understood to be important in ensuring that resources are appropriately used to minimize risk in the present and the future (PateCornell 1984) . Most researchers agree that the present value of future risk is the appropriate metric to use in order to reach rational decisions regarding risk mitigation. The choice of a discount rate can affect decision making, so communicating the assumed discount rate (and communicating the validity of discounting) to stakeholders is important in such cases.
CONCLUSIONS
This paper has presented a discussion of how risk is communicated between various parties as part of civil infrastructure risk management activities. It was seen that methods and metrics for communicating risk vary significantly depending upon the parties and the type of infrastructure under consideration.
Viewing the variety of metrics and approaches, the question arises as to whether consistency of metrics is desirable and feasible over widely varying industries and stakeholders. On one hand consistency of procedures would enable sharing of best practices across a wider array of situations, and the public would benefit from having a more clear understanding of his/her own risk and safety associated with operation of various infrastructure systems. Consistent risk metrics across different infrastructure assets is also important to planners, municipalities, etc. who must decide on priorities among competing issues (e.g., maintenance of bridges, pavements, rail, waterways). On the other hand, there are a number of situations and terms that are very industryspecific (e.g., core damage frequency for a single nuclear power plant, average service interruption for electrical networks); these metrics are very useful for specific applications, and should not be lost simply for the ideal of standardization. In the end, future progress likely entails retaining industry standard risk communication approaches, while also using collaboration through ASCE to facilitate sharing of best practices and standardization among the parties involved in managing infrastructure risk.
Moving forward, it is clear that more work is needed to assess and communicate risk for interacting and interdependent infrastructure systems. Some progress in this area has been noted above, but work is still underway on how to quantify risk in these complex systems, and to adopt and implement the needed procedures. Progress in this area should lead to more informed and efficient management of our increasingly complex and interconnected infrastructure systems.
While assessment of risk receives more attention, the above discussion aims to make clear that the communication is also an important aspect in research and implementation of risk management. Effective communication of risk between the various parties involved in management of civil infrastructure systems has a number of benefits. It builds credibility between parties, translates risk analysis results into useful formats, reduces uncertainty, and facilitates decision-making regarding allocation of resources among competing needs. For these reasons, effective risk communication has been noted as an important principle in a number of ASCE documents. We anticipate future progress on this topic, given its importance in management of critical infrastructure.
